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Summary

I am a self-taught active Penetration Tester/ Programmer, [ am always up with latest in the industry of technology. I like to work
with mostly any interesting type of technology from building a simple web application to a complex distributive system to act as a one buffed
processor! I am a loud thinker, I enjoy interacting with different mindsets, and work on finding solutions to complex problems.

Work Experience

HackerOne. Remotely
Penetration tester 2016 — Current

e  Perform web application penetration testing to find technical vulnerabilities and submit results for remediation.

e  Performed Pentesting on networks, web-based applications, and systems using advanced manual and automated techniques.

e  Exploited Vulnerabilities within Executables, Source Code, Domain, Web-based Applications and conducted security audits.

e Followed companies procedure and protocols of security assessments and reports.
Ericsson Co. Mountain View, USA CA
Intern Software Developer 2016 —2016

e Reviewed, modified, and debugged proprietary software for Engineering-tools using C++.

e Performed and managed automated scripts to test storage applications using Python.

e Performed and managed scripts to monitor and alert about particular systems run-process using Python.

e integrate, deployed code changes using VC’s, and documented technical changes.
37 Signals Ltd. Washington, USA CA
Frontend Web-Developer. 2012 -2014

e  Developed HTML, CSS, JS, and JSP pages for user interactions, and API’s

e Added HTTPS Security using Let’s Encrypt and ensured the security of internal and external resources.
e Integrated MailChimp API to allow users to subscribe to different level of newsletters.

e  Building new feature for a customer-facing web applications.

TE-Data. Cairo, Egypt
Linux Administrator. 2009 -2012

e  Monitored Linux/Windows servers regularly, performed troubleshooting, upgrades, hardware repairs and installations.
Continuous maintenance of multiple web applications using LAMP, mail servers and its applications.

Performed routine system-wide maintenance and resolved server-side issues as they arise.

Handled connectivity issues, security breaches, virus and malware detection and data analysis.

Skills

. 0S — Linux, OS X/Server, Windows/Windows Servers 2012 maintenance and deployment.

o Penetration Testing — OWASP Top 10, Web-Application, OS & Network Auditing, Code Review.
e  Technologies — BurpSuit, Metasploit, Visualizations, AWS.

e Programming — Python, Bash, C++.

e Frameworks — Django, Flask.
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